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Ireland’s playbook for resilience, growth and international relevance
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Objectives

* Explain from an industry perspective the context, drivers and
approach shifting Ireland’s Cybersecurity from immature towards
optimised.

e Share lessons learned



Ekco is a leading security-first
cloud provider.

What makes us Different

We’re the proactive specialists that help you push boundaries,

who feel like part of your team, who transform your cloud and
security journey

We’ve built close, transformative partnerships with hundreds of
customers across Europe and the Caribbean, through friendly,
personalised support and hands-on management.

We act as an extension of your team; we believe in transparency
and collaboration to jointly achieve objectives.
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Cybercrime as an economy

Global cost of Cybercrime  Top 3 Economies Globally Top of the big ticket costs

+15% p/a

~
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Source: Cybersecurity Ventures

Probably one of the greatest wealth transfers in history?



Relentless cybercrime growth will continue

Expanding Attack Surface Well-Established Cyber-Crime Economy
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Ireland is a heavily FDI-driven digital economy
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An EU member since 1973

Top 10 in OECD Digital Government Index

2023 Ireland’s FDI stats

 FDI stock was €1,300 billion - €896BN
from US

 €44BN greenfield, 248 new projects —
19,000 new jobs

Non-digital sectors undergoing digital
transformation

Militarily neutral since 1939 but rank very low
in Defence & National Security



GCl assesses national capability & commitment

Global Cybersecurity Index 2024

5 pillars for measuring the commitment of countries to cybersecurity
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Ireland’s journey from immature to improving..

CyberSec CyberSec Momentum
Opportunity prioritised Notable capacity
emerges and capability
FDI agency EU Legislation for building.
drives & funds CNI emerges Notable FDI
establishment of NSCS resourced wins in Cyber &
industry cluster Scoping of Cyber Digital
Cyberireland Sector DORA, NIS2,
CRA rollout

Immature Compelling CyberSec
Event Strategy

EU NIS Directive National Health System
Ransomware ransomed
prevalent €120M cost
CyberSec low priority Patientimpact
Strong FDI concerns 4 month recovery
NCSC not resourced Neutrality & National
Poor coordination Security shock!

Strategy for
Cyber Industrial,
National Security
Comprehensive
EU Wide cyber
security
legislation




Drive commitment with sticks & carrots..

European Union’s Cybersecurity Legislative
Framework

NIS
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Act 2024 Cyber Solidarity
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2022

Directive
2022/2555

Expected 2024

DECC (2024), Cyber Industrial Strategy Public Consultation

EU Market:
€520bn: 2023
€87.5bn:2029
10.8% CAGR

<+

NIS2 Growth:
+£100n (+19% )
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Cyber Ireland connects
the cybersecurity
sectorin Ireland to
drive business growth
through: collaboration,
talent development
and innovation.

Focus Areas

R

Build the Community

a. Facilitate Communities
b. Connecting the Sector

c. Driving Collaboration

T11
Drive Business Growth

a. Supporting Business Growth

b. Facilitating Innovation, new
solutions and start-ups

c. Connecting the sector globally

.m.

e

Develop the Workforce

a. Understanding Industry Demand and
Needs

b. Working with Education and Training
Providers

c. Promoting cybersecurity careers,
pathways and diversity

‘ﬁé:

Advocate and Promote

a. Representing the Sector

b. Providing Industry Research and
Reports

c. Promoting the Sector



Industry and Government partnership
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Build a strategy for National and Organisational
Operational Resilience

Technology Change

People & Strategy &
Culture | Governance

Security
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Funding cybersecurity is nationally profitable

® 0 0 o
Cyber Sector Workforce

7,91 FTEs

ME;:I;U“" (+560, +8% since 2022)

Large
145

Micro
213

Firms in the sector Small
102

Cyber Related Revenue:

€2.7bn

Gross Value Added (GVA):
€1.2bn

(+€600m, since 2022 baseline)
Annual CAGR: 13.4%

(+€125m since 2022 baseline)
Annual CAGR: 6%)




The Future

Amid a tighter labour
w market and softening
/\/ demand: +4% per

employment growth

€3.0bn

€2.5bn

€20bn

€1.5bn

€1.0bn

€0.5 bn

GROWTH PROJECTIONS BY 2030
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Thank you
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