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Governments have been building things for many 
centuries…
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For the last century (at best), governments have been 
delivering public services at scale
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But this led to new challenges…
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So for the last ~30 years, governments have been trying to 
change from this: Paperwork, saturation and bureaucracy
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To this:
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Potential Benefits of Artificial Intelligence Outweigh Citizen Concerns about 

Responsible Use by Government, Accenture Survey Shows (2018) 

https://gamma.app/?utm_source=made-with-gamma
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https://newsroom.accenture.com/news/2018/potential-benefits-of-artificial-intelligence-outweigh-citizen-concerns-about-responsible-use-by-government-accenture-survey-shows
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Citizens’ satisfaction with their government services and their 

experiences accessing them translate quickly into positive overall 

perceptions of government effectiveness and support.

As such, building and operating seamless digital offerings to better 

serve citizens’ evolving needs should be a key priority for governments 

and recognized as a core driver of socioeconomic development. 

Innovation and technological advancements, in this regard, provide 

governments with vital opportunities to do even better.
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“Technology brings risks as well as opportunity –
risks that threaten to undermine potential

positive outcomes. Policy is needed that drives
responsible technology design.”

-Technology Policy GFC White Paper

https://www3.weforum.org/docs/WEF_Technology_Policy_Responsible_Design_Flourishing_World_2024.pdf
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Public Interest Technology (PIT) is the 
making, managing, and using
of technology to
✔advance social welfare 
✔while reducing human risk.
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Digital Public Services
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Bad UX for citizens
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Trying to move from this:
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To this:
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This approach has been labeled as “Government as a Platform” 
(O’Reilly, 2011)
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The premise is simple:

Designing foundational digital infrastructure 
not just for the government but for anyone 
(public, private, and civil society) to reuse through 
open protocols and open APIs 
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Shared infrastructure for government
Shared infrastructure for inclusive economic development
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What is DPI?

Foundational Systems

Digital infrastructure enabling 

public and private services

Digital Roads

Invisible layer powering e-

government, banking, health

Key Examples

Digital identity, payments, data exchange frameworks

https://gamma.app/?utm_source=made-with-gamma
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Core Components of DPI

Digital Identity
Who you are

Digital Payments
How you pay

Data Exchange
How information flows securely

https://gamma.app/?utm_source=made-with-gamma
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Why DPI Matters
Cost Efficiency
Reduces duplication and service 

delivery costs

Inclusion
Drives digital inclusion and 

innovation

Transparency
Enables transparent governance and accountability

https://gamma.app/?utm_source=made-with-gamma


preencoded.png

But that is only true if....

https://www.dpi-safeguards.org/

https://gamma.app/?utm_source=made-with-gamma
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But that is only true if....

https://www.dpi-safeguards.org/
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Universal DPI Safeguards Framework

https://www.dpi-safeguards.org/

https://gamma.app/?utm_source=made-with-gamma
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Universal DPI Safeguards Framework

https://www.dpi-safeguards.org/
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https://www.dpi-safeguards.org/
https://www.dpi-safeguards.org/


preencoded.png

You don’t need to 
redesign your 
government.

You can build one 
block at a time!

https://gamma.app/?utm_source=made-with-gamma


preencoded.png

Digital Public Infrastructure in a nutshell

A set of technology building blocks
powered by interoperable open standards/specifications

operated under a set of enabling rules
with open, transparent, and participatory governance

to drive innovation, inclusion, and competition at scale

https://gamma.app/?utm_source=made-with-gamma
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Identities Data Sharing 
& Credentials

Discovery & 
Fulfillment

Payments

Making financial 
transactions with 

ease

P2P; P2M; B2B; G2P 
(social benefit 

transfers); P2G 
(tolls/tax); etc.

Authenticating 
any noun in a 

digital ecosystem 
(people, entities, & 

objects) via 
Registries

ID Authentication; 
eKYC; Single Sign On; 

Civil/Functional ID; 
Entity Registries 

(Hospitals, etc); Land 
Registries; Object 
Registries (Drugs) 

etc.

Sharing Data (history, 
profile, & attributes) 

or Models peer to 
peer or publicly

Sharing Personal data 
with consent; Publishing 

non personal data via 
open datasets; Data 

collection/curation infra 
to train AI/ML models, 

etc

Accessing goods and 
services via open 

protocols/APIs

Open APIs for services, 
eg business registration, 

tax filing, etc 
(public/private); Open 

eCommerce and 
Mobility networks; etc.

Trust Infra

Enabling trust 
through signatures, 

PKI, consent, and 
beyond

eSignature based on 
identity, Digital 

signatures/PKI, Consent 
artefacts, Key 

registries, Revocation 
registries etc. 

5 Foundational Digital Public Infra Categories
within & across sectors

Ex
am

pl
es
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5 DPI Architecture Principles
make digitisation inclusive & scalable

Interoperability 
driven by open 
specifications

Minimalist, 
Reusable building 
blocks  
rather than end-to-
end solutions

Diverse, inclusive 
innovation by the 
ecosystem via open & 
multi-modal access

Federated & 
Decentralized with a 
preference for letting data 
stay where it’s been 
collected 

Security &
Privacy 
by design; a trust-
no-one 
architecture

1. 2. 3. 4. 5.

https://gamma.app/?utm_source=made-with-gamma
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What is Digital ID?

Definition
Verifies individuals for service 

access

Methods
Biometrics, mobile, national 

registries

Purpose
Access to healthcare, welfare, 

education

https://gamma.app/?utm_source=made-with-gamma
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If I don’t exist officially, I 

don’t have access to the 

public health system, the 

banking system,  home 

loans, etc. 

Access to 
Identity 

Promotes 
Dignity

Digital identity makes 

the access to 

fundamental rights and 

individuals’ benefits 

easier.

In such an unequal, favorable scenario, it is evident 
that:

https://gamma.app/?utm_source=made-with-gamma
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Benefits of Digital ID

Reduces Fraud

Improves targeting of services

Increases Access

Banking, health, education

Supports Administrative Efficiency

Reduces paperwork burden

https://gamma.app/?utm_source=made-with-gamma
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—Bruce Schneier

"The real question about identity is not just who 
you are, but what you are allowed to do."

https://gamma.app/?utm_source=made-with-gamma
https://www.schneier.com/
https://learn.microsoft.com/en-us/previous-versions/tn-archive/cc512578(v=technet.10)?redirectedfrom=MSDN
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Risks of Digital ID
Exclusion

Biometric mismatches, lack of documentation

Surveillance

Government overreach concerns

Security

Centralized data breach risks

https://gamma.app/?utm_source=made-with-gamma
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This is a good guide for your 
governance!

https://gamma.app/?utm_source=made-with-gamma
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5 DPI Architecture Principles
make digitisation inclusive & scalable

Interoperability 
driven by open 
specifications

Minimalist, 
Reusable building 
blocks  
rather than end-to-
end solutions

Diverse, inclusive 
innovation by the 
ecosystem via open & 
multi-modal access

Federated & 
Decentralized with a 
preference for letting data 
stay where it’s been 
collected 

Security &
Privacy 
by design; a trust-
no-one 
architecture

1. 2. 3. 4. 5.

This is a good guide for your governance!
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Cybersecurity 
Considerations

Protect Databases

Secure national identity repositories

Prevent Identity Theft

Multi-factor authentication systems

Respond to Breaches

Incident response protocols

https://gamma.app/?utm_source=made-with-gamma
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Cybersecurity 
Considerations

Protect National Databases

Secure storage of citizen information

Prevent Identity Theft

Authenticate users securely

Respond to Breaches

Rapid incident management protocols

https://gamma.app/?utm_source=made-with-gamma
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Ethical Risk Management

Design for Inclusion

Leave no one behind

Be Transparent

Clear processes and accountability

Build Consent-Based Systems

User control over personal data

https://gamma.app/?utm_source=made-with-gamma
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In the last decade, data flow increased 

at the same rate as data breaches and hacks. 

World’s biggest data breaches and hacks

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

https://gamma.app/?utm_source=made-with-gamma
https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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DPI & AI Interplay
Enhanced Services

AI improves fraud detection

Data Ecosystems

DPI enables national training datasets

Risk Management

Prevent algorithmic bias

https://gamma.app/?utm_source=made-with-gamma
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DPI as Digital Public Good

Open-Source 

Systems

Replicable across 

nations

Local Capacity

Build technical 

expertise

Platform 

Examples
MOSIP, Mifos, 

OpenG2P

https://gamma.app/?utm_source=made-with-gamma
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Case Studies
India

Inclusion at scale

Biometric challenges

Kenya

Huduma Namba paused

Legal protection gaps

Estonia

High trust model

Widespread adoption

https://gamma.app/?utm_source=made-with-gamma
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Case Studies
Brazil

PIX payment system 

scaled rapidly

Uruguay

Digital health & ID 

leadership

Multilateral Support

World Bank, CAF, IDB financing partnerships

Philanthropic Support

Gates Foundation and Co-Develop

Knowledge Support

UNDP, CDPI, Data Privacy Br, etc

https://gamma.app/?utm_source=made-with-gamma
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Thank you!
crossini@umass.edu

https://gamma.app/?utm_source=made-with-gamma
mailto:crossini@umass.edu
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Jamaica

https://networkreadinessindex.org/country/jamaica/

https://gamma.app/?utm_source=made-with-gamma
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Trinidad & Tobago

https://networkreadinessindex.org/country/trinidad-and-tobago/

https://gamma.app/?utm_source=made-with-gamma
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