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Collaborative DDoS mitigation



2018

Motivation: DDoS attacks in the Netherlands



Dutch anti-DDoS Coalition



Governance model & working groups

• Coalition Core Team
• Daily governance

• Bookkeeping

• New members

• Working groups
• Legal Affairs

• Communication

• Exercises

• Intel & Attribution

• DDoS Clearing House

• Plenary meetings
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CONCORDIA (2019 – 2023)

• European Commission-funded research project for a cybersecurity competence network

• Development of DDoS Clearing House with 6 European partners

• Symbiotic relationship with Dutch anti-DDoS coalition

concordia-h2020.eu



DDoS Clearing House



DDoS Clearing House Cookbook

• DDoS Clearing House Cookbook & paper

https://sidnlabs.nl/en/publications
(March 2024)

https://ddosclearinghouse.eu

https://sidnlabs.nl/en/publications
https://ddosclearinghouse.eu/


Large-scale DDoS exercises

• (Bi-)yearly DDoS practice hosted by the coalition

• Red-team / blue-team

• Volume-based & application based

• 1Tb+/s traffic bandwidth

• Indemnity agreements between organizations

• Organization and communication is key



Working group intel & attribution

• Collaboration with law enforcement

• Gathering DDoS booter information & fingerprints

• Attribution of DDoS attacks in the wild

• Discover new attack types to prepare for in exercises



Summary & resources

• DDoS is everywhere, so collaboration is crucial

• Sharing information, data, and best practices really helps

• Our contributions are open source & open access

DDoS Clearing House Cookbook: https://ddosclearinghouse.eu
Cookbook paper & this presentation: https://sidnlabs.nl/en/publications
DDoS Clearing House software (+ more): https://github.com/nladc
General information: https://nomoreddos.org/en
Email: info@nomoreddos.org

https://ddosclearinghouse.eu/
https://sidnlabs.nl/en/publications
https://github.com/nladc
https://nomoreddos.org/en
mailto:info@nomoreddos.org
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