Your Networks, Your Security

Staying Safe Online

CTU Girls in ICT
27th April 2023




The opinions expressed in this
presentation do not necessarily reflect
the views of the General Secretariat of
the Organization of American States or
the governments of its member
states..
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Global Situation in Internet Use



How many of us are online

2JOAN OVERVIEW OF INTERNET USE

3 ESSENTIAL INDICATORS OF INTERNET ADOPTION AND USE

GLOBAL OVERVIEW

TOTAL INTERNET USERS AS YEAR-ON-YEAR CHANGE PERCENTAGE OF THE PERCENTAGE OF THE
INTERNET A PERCENTAGE OF IN THE TOTAL NUMBER TOTAL FEMALE POPULATION TOTAL MALE POPULATION
TOTAL POPULATION OF INTERNET USERS THAT USES THE INTERNET THAT USES THE INTERNET
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64.4% +1.9% 61.6% 67.2%

BILLION YOY: +1.1% (+70 BPS) +98 MILLION YOY: +1.4% (+87 BPS) YOY: +0.8% (+53 BPS)

AVERAGE DAILY TIME PERCENTAGE OF USERS PERCENTAGE OF USERS PERCENTAGE OF THE PERCENTAGE OF THE
SPENT USING THE INTERNET ACCESSING THE INTERNET ACCESSING THE INTERNET TOTAL URBAN POPULATION TOTAL RURAL POPULATION
BY EACH INTERMNET USER VIA MOBILE DEVICES VIA COMPUTERS AND TABLETS THAT USES THE INTERNET THAT USES THE INTERNET
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6H 37M 92.3% 65.6% 78.3% 45.8%

YOY: -4.8% (-20M) YOY: +0,2% (+20 BPS) YOY: -7.9% (-560 BPS)
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THE INTERNET IH2 O 2 3 EVERY MINUTE
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How are you affected?
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Cybersecurity is for
girls too

A holistic and human-centered
approach to cybersecurity

m Gender stereotypes affect girls’
access to the internet

m Myths: “Digital security is difficult!”
“Cyber risks are not real risks”




More rights
for more people

Cybersecurity is
for girls too

Cybersecurity also is...Precautions, tools and
strategies we can adopt to protect our digital
integrity from cyber threats such as:

Phishing and smishing

Downloading malware

Scams (i.e. free access to online games)
Credit card theft

Oversharing information online

Smart toys and connected devices
Swatting

Webcam spying
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Applying gender lens to
cybersecurity

While all people are exposed to cyberattacks,
the risks and aggression that girls and women
face online are different from those faced by
boys and men
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What are the most
common cyber attacks
faced by girls?
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Cyberbullying

Online grooming
and trafficking
through social
media and gaming
platforms

Non-consensual
distribution of
Intimate content

Sextortion

Cyberharassment

Online stalking,
surveillance and
child abduction

Unauthorized
access and use of
personal data,
identity theft

Doxxing
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First step:
Digital risks self-analysis

Q How much time do you spend online?

0 What devices do you use throughout the day?

How do you keep in touch with your friends
and family?

passwords?

Have you had a look at the privacy and security
settings on your social media?

2
When was the last time you changed your
2
2
7

Are you posting private information?




Know who you are, what
you do and how you do it
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- In your school/job

In your personal life

In your environment
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Cyber basic: protect your
data and digital identity

The internet does not have a "Delete" key.

The most important cybersecurity practice you can
adopt is to avoid sharing personal information online
to prevent or limit potential attacks.

Where are you sharing the information? How is
asking for it? How is your information going to be
used? Is it necessary to share it?




Social Engineering
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Social Engineering

Obtaining desired confidential information
through manipulation of a person

Success factor of an attack
Make a person trust you

A m

O,

?
~

.



\"A%

Information available in internet



Info available in

Devices in use

Close friends

Topics of interest
Geographical location

And much more...
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Example

Tool tinfoleak (tool)
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Let's improve our security on Twitter

-@ - Verify Authentication and additional protection
‘’® > More options> Settings> Security and account access
\ ' ’

Check the location option for your tweets
@  More options> Settings> Privacy and Security> Location

—
) -
_@"_ How do they find you
7@ " More options> Settings> Privacy and Security> Visibility and contacts
\ ' ’ °
-@ - Photo Tagging
’® > More options> Settings> Privacy and Security> Photo Tagging
)
_@ - Report

/® = Reportthe tweet if abusive
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Aspects to consider

Think before sharing something

Greater security controls who can see
vou and disables backups in WhatsApp

Activate 2FA




WhatsApp Privacy

4:43PM Z © 4:42PM Z © 4:42PM Z ©

< Settings <  Account <  Chats

O

Account
Security notifications, change number

Privacy

Block contacts, disappearing
messages

Avatar
Create, edit, profile photo

Chats
Theme, wallpapers, chat history

Notifications
Message, group & call tones

Storage and data
Network usage, auto-download

App language
English (phone's language)

Help
Help center, contact us, privacy policy

Invite a friend

L @ s

Security notifications

Two-step verification

Change number

Request account info

Delete my account

Display

n Theme

System default

] Wallpaper
Chat settings

Enter is send
Enter key will send your message

Media visibility
Show newly downloaded media in your
device's gallery

Font size
Medium

Archived chats

Keep chats archived

Archived chats will remain archived
when you receive a new message

Chat backup
£  Chat history

] @® -




Security Notification

4:43PM Z © 4:42PM Z © 5:00PM Z4 ©

¢  Settings <  Account <& Security notifications

y &  Security notifications
? Account &8  Two-step verification
Security notifications, change number
Your chats and calls are private E Change number
Privacy .
End-to-end encryption keeps your personal 6 ) , Your chats and calls are prlvate
: Block contacts, disappearing
messages and calls between you and the people messages a Request account info .
you choose. Mot even WhatsApp can read or listen End-to-end encryption keeps your personal
to them. This includes your messages and CE]”S between yOU and the‘ people
= Avatar ] Delete my account you choose. Not even WhatsApp can read or listen
ﬂ Text and voice messages Create, Edit, proﬂle phOtO to them. This includes your:
. Audio and video calls _
& Text and voice messages
“#y Photos, videos and documents Chats
= , %< Audio and video calls
° L acation shari g Theme, Wallpapers, chat hISTOI'y
5 % Photos, videos and documents
Ly Status updates
Py Notifications o Location sharing
Laam more : Message, group & call tones =
g€ giedp (& Status updates
S dd Learn more
Show security notifications on this device i) O torage and data
Get notified when your security code changes Network usage, auto-download
for a contact's phone in an end-to-end
encrypted chat. It you fﬂl'fl*: T-U'TIE'E ':Ifl'ﬂct-i. AbD | Show security notifications on this device .
this setting mus! be enabled on each device anguage ) A
ook it get notifications. Learn @ pp. guag , Get notified when your security code changes
maore English (phone's language) for a contact's phone in an end-to-end
encrypted chat. If you have multiple devices,
this setting must be enabled on each device
@ Help where you want to get notifications. Learn
Help center, contact us, privacy policy more

=% Invite a friend
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What about your password?
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Is this safe?

Username : admin
Password : admin




Two-factor authentication,
two-step authentication?




Two-factor authentication ©)OAS i

Something you know Something you have
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Two-factor authentication

= Accounts
Q Zoom

120 151 ¢

4
5‘ Correo de mi trabajo

470 786

(23
136 912 G
@ Twitter: name_X

179 603

o . Two-step authentication via
Password Authentication via SMS app on your mobile

Option not recommended Recommended option
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Recommendations
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Recommendations

Update Do not recycle

 Regularly
* Immediately from a compromised account

* Avoid using the same one on all your

accounts
notification * Immediately from a compromised account
 Use complex sentences notification

* Use complex sentences

Multifactor
Authentication

* Avoid using authentication via SMS
* Some options:

Google authenticator
Microsoft authenticator

Implement changes...

* Tryto use 2FA on
Facebook, twitter, Instagram, gmail etc..



https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US
https://play.google.com/store/apps/details?id=com.azure.authenticator

.\ ' /.

BE Aware!
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Non-consensual
distribution of images

‘3‘ Be aware: It is a practice that carries

several risks

‘3‘ Protect your photos and videos

& A You have the right to request the removal of your photos
®  4nd videos from internet platforms.

a4 META: Take it Down platform.
a




What are we doing?
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Further resources @)0AS
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against women and giris
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The new initiative undertaken by the
Wednesday,

November Cybersecurity Program with the support of

édd(rjessgmg the Canada is an international benchmark.

enaer Gap inthe Bogota 09:00 : : :
Cybersezu;?ity ;%gjﬁ;ow-c o The project will promote synchronized

CMT 14:00 -

Agenda activities to counter the root causes of gender
in — and
tge A_;’Ee"gasﬁthe inequality in the cybersecurity sector.

aribbean Region
L 9 Development of an inclusive and gender-

sensitive regional cybersecurity culture that
promotes the empowerment of women and

the closing of the gender gap through
cooperation with all stakeholders.

0 AS More rights
for more people
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Next steps

Support training of young women and girls in

cybersecurity career options.

Promoting greater awareness of online risks for

girls: social media campaign and workshops
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Develop and disseminate materials on digital K82 SHBIRS
security with a gender perspective. BSOS




Thank you!
Merci
Gracias

Obrigado

OAS Cybersecurity Program
Organization of American States

cybersecurity@oas.org

y @OEA_Cyber
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