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Evolving Internet Developments

The American Registry for Internet
Numbers (ARIN) is one of 5 Regional The RIRs have a

Internet Reaqistries (RIR). that unique vantaglgetpoint
global Internet communitys on Interne

Developments

The RIRs are referred to collectively as

the Number Resource Organization
NRO), whose (g1l EIENER (o R=Te1(\Y/=1)Y

contribute to an open, stable and
secure Internet
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The Evolving Pandemic-Induced ——_—
Global Order

» Growing demand for

» Digital Skills and
competencies

* ocalized digital services
* Electronic commerce
* Meaningful Connectivity

» Active Remapping of
* Regulatory Approaches
* Legislative Frameworks
* Global Alliances ARIN-




The Evolving Pandemic-Induced ——_—
Global Order

* Accelerated Digitalization

* Increased Concern around
» Cybersecurity
* Data Sovereignty
* Digital Privacy
* Digital Divides
* Internet Balkanization
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COVID-19 and
Cryptocurrency
Scams On the Rise

Since COVID-19, the FBI has seen a
300% increase in reported cybercrimes,
including ransomware campaigns
requiring payment in cryptocurrency. [

Physical Infrastructures Targeted

@ The U.S.'s Colonial Pipeline Meat production was
i 0:’ i was hacked in April 2021 via 4.’ disrupted in June 2021
= *= aVPN lacking multi-factor after hackers successfully
authentication.

attacked JBS.

CYBER ATTACK:

Total email threats related to Covid-19

15,513 1,025,301

Detected malware files Hits on malicious URLs
related to Covid-19 related to Covid-19

469+ 47.4%

Decrease in email Increase in malicious URL
threats from Q2 to Q3 hits from Q2 to Q3
AAUTOMATIC ATTACKS
of organizatiol
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The Threats Are Real

In our connected world, the sharp
rise in cyber incidents has
underscored the importance of
have having a wholistic approach to
Internet security as it is now almost
indistinguishable from National
Security



The Threats Are Real

False and deliberately misleading
information are tearing away at public
trust and stoking division and anxiety in

astounding ways.

Never has it been more important to have
global responses to these global threats.

©2017 Intemational Society for Technology in Education. Statstics sourced from Stanford History Education Group. iste.org




The Internet - A Mirror of the World

“In many ways, the network has grown into a mirror of the
politics, prejudices, and diverse and divergent interests of
its global users. Cybercrime, mis-information and vice live
alongside unprecedented opportunity for empowerment,

Innovation and access. This is as true in the Caribbean as
it is for the rest of the world.”

Bevil Wooding

Director of Caribbean Affairs, ARIN
at the 2021 Caribbean Internet Governance Forum
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Opportunities in the Crisis

ARIN believes any proper response to
concerns related to the Internet’s
development, lies in increased
cooperative work between and within
the institutions and communities that
rely on and benefit from its existence.
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Perspectives from Internet Community

* Public sector officials are best able to shape local
public policy when they are aware, informed and
sensitized to how global trends are impacting local
priorities

» National governments, particularly in emerging
economies, have a crucial role to play in ensuring future

stability, security and inter-operability of the global
Internet
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- SECURING CARIBBEAN
© DIGITAL INFRASTRUCTURE

CARIBBEAN PRIORITIES WITHIN

A CHANGING GLOBAL INTERNET

ARIN Initiatives
Facilitating Digital f;ggdﬁtg o §

Transformation in
the Region




Committed to Supporting Caribbean

Development

ARIN Government Affairs Department Initiatives

e Internet Public Policy Forum
e Justice Sector Forum

ARIN is engaging e Public Safety Forum
stakeholders across |
the region on several ARIN Cariobean

fronts e Supporting CaribNOG and CarPIF in capacity building and
critical internet infrastructure

e State of the Caribbean Internet Initiative - research and
analysis on Internet developments in the region



Tracking International STRUCIURE
Trends

The ARIN Government

Affairs Department closely
tracks International trends
that can potentially impact

the global Internet



Creating Opportunities for
DIALOGUE & COLLABORATION

ARIN Forum for High Level Officials

ARIN Caribbean Forum
ARIN/LACNIC Justice Forum

ARIN Forum for Law Enforcement Collaboration
State of the Caribbean Internet Initiative

ARN CARIBNOG Infrastructure and Capacity Building




—ARTN-

American Registry for Internet Numbers

Increasing Caribbean participation in How We Help
Develonment STRENGTHEN THE
COMMUNITY

Supporting International Internet
Public Policy (lIPP) development ARIN’s Service Region

Sharing Community positions at
international for a e b 132

Fostering inter-regional collaboration ,
ARIN's region includes many (20) Caribbean and
on Internet governance m atters North Atlantic islands, Canada and the United States and outlying areas.
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I G F Internet
Governance
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THANK YOU!

* ARIN looks forward to
participating in discussions with
its Caribbean stakeholders and

we encourage Caribbean . .
. : . American Registry for Internet Numbers
participation in ARIN events,

like the upcoming ARIN
48 Policy Meeting

« Beyond meetings and
discussions, we are committed
to providing continued support Y) @TeamARIN
to the Caribbean in service of
the global Internet

www.arin.net



